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In today’s fast-paced world of Information Technology, your data is paramount. Unfortunately, it’s never 
been more at risk. Since the first ransomware attack in 1989, it’s estimated that 2.2 billion accounts have 
been hacked. As the hacking industry gets smarter, having an IT plan is no longer optional; it’s essential. 
It’s not a question of if you’ll be exposed to an IT security threat, but when–and how your business will 
be impacted.

For many companies, hiring an outsourced managed service provider for your IT is a smart, proactive 
approach. But how do you know you’re getting a comprehensive solution that keeps you protected? 

Here’s a checklist of the 12 most important things to look for 
in an outsourced IT partner for true peace of mind.

STARTING THE ENGAGEMENT

        Email Filtering

Your managed service provider must include a reliable email filtering solution. The right solution 
protects your users from nefarious social engineering, identity spoofing, and attachments with 
malware payloads. Your IT partner must also train your team on the user-level adjustments 
(like search tools, email encryption, and blocking capabilities) they can access within the system 
to improve their productivity. In addition to the additional email filtering utility, your IT partner 
should also configure the native features of Office 365’s built-in security that are commonly 
left unused.

12 Considerations when Vetting 
an Outsourced IT Partner

        Firewall Hardening

Your network firewall is the first line of defense from unwanted intrusions into your network. Your 
managed service provider should go beyond ‘out of the box’ configurations and tailor the firewall 
configuration to the specific needs of your business.
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        Security of Your Access Codes

Your access codes should be secure internally and at your IT partner’s location. You also have the 
right to know where your network access codes are stored, who has access to them, and if access 
to files requires multi-factor authentication (it should). As more and more IT vendors are targets 
of hacking, it’s important to confirm that your system’s access is not compromised by potentially 
shoddy security practices. 

Additionally, you should also have access to all of your network credentials in the event that 
something goes awry. It’s your network; you should never be at risk of being “held hostage” by 
your managed service provider.

ONGOING MANAGEMENT

        Backup

Your IT partner should back up your data, user authentication accounts, and application 
programs. What’s more, you should be able to execute them on a cloud-based device in the 
event of a ransom attack or other disaster. 

        Daily Anti-Virus Updates

Anti-virus systems can be compromised or stalled without notice, and you may not be aware 
of the issue until you’re faced with an outage, or worse. Most malicious software (malware) is 
designed to first disable your anti-virus system, so your managed service provider should monitor 
your anti-virus application extremely closely and update it regularly.

        Monitoring Tools

Has your IT partner installed monitoring tools on every device connected to your network? Once 
installed, they should set the appropriate threshold levels so false alerts are minimized. 

You should also understand your IT partner’s approach to remediation. The longer malware works 
unabated, the more damage is done. Ideally, they should include 24x7x365 with remediation so 
that problems can be uncovered and resolved as soon as possible. Waiting until the next day to 
remediate the issue is not acceptable.
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        Vendor Management

Your job isn’t IT vendor management; it’s running your business. If you’re having a technology 
issue or your software vendors, copier company, internet provider or other technology-related 
vendors require updates or upgrades, your managed service provider should communicate 
with that vendor and manage the process for you. When you’re evaluating and selecting a new 
technology vendor, your IT partner should be at the table to provide their expertise.
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SCHEDULED MANAGEMENT

        Monthly Maintenance

Does your managed service provider do checkups? A proactive approach is important to prevent 
attacks. Your IT partner should be visiting your location (IT moves quickly, so we suggest a 
monthly visit) and running through an exhaustive checklist to ensure that developing issues are 
caught before an alert is registered.  
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        Quarterly User Training

Hackers use very clever social engineering to trick your users into divulging sensitive information 
in very creative ways, such as sending fake LinkedIn invitations, making financial requests from 
emails that mirror the company CEO’s address, and more. Your IT partner should offer regular 
quarterly training and ethical phishing tests to keep your users vigilant and train them how to 
spot these ever-evolving attempts.

        Quarterly Reviews

Your IT provider should sit down with you each quarter to discuss business changes, review 
your IT systems data like email activity, email filter reports, and other network information, 
and address any red flags. Regular meetings ensure that you and your IT partner are on the 
same page regarding the technology in use at the your site(s) and allows proper alignment of 
technology and budgets.
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ANNUAL MANAGEMENT

        Annual D/R Testing

Configuring a daily or hourly backup of data, applications, and user information is a given, but 
unless the process of recovery is tested regularly, it will be too late to recover from your backup if 
it wasn’t configured correctly. 

To ensure fast recovery, your managed service partner should also provide a virtual data center 
where your systems can be “spun-up” in the cloud to get your servers back up and running 
without rebuilding and reloading your server(s). This fast recovery service must be tested and 
thoroughly documented annually.
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12        Cybersecurity Insurance

Applications and renewals of cybersecurity insurance typically require completion of 
questionnaires that can take time to complete. Does your IT partner take on that role, 
ensuring that the data is thorough and accurate? Your partner must ensure your compliance. 
Inaccurate information and/or non-compliance could result in the rejection of a future claim.

So, how did your organization fare? If you answered “Need to Reevaluate” or “Not Sure” to a 
number of these considerations, now might be a good time to evaluate your options (or your 
current IT partner).”

One final note - all of these services should be provided to you within a fixed, monthly fee–not as 
surcharges. Along with support services, bundling your security and email software licenses into 
that fixed monthly rate provides a more efficient payables system for your organization, leverages 
your support organization’s buying power, and takes the guesswork out of your IT expenses.

Most importantly, your outsourced managed service provider should be a true partner for your 
business with a shared risk model that ensures your visions are aligned. No surprises–just great 
service that’s aligned to your business goals.

ABOUT NETCENERGY
NetCenergy is comprised of a team of information technology professionals based in Cranston, Rhode Island 
and available to service the needs of businesses and organizations in Rhode Island, Massachusetts, and 
Connecticut. Founded on break/fix and project-driven solutions, we’ve evolved into a fully managed service 
provider, proactively monitoring and managing each client’s infrastructure with the latest advancements in 
technology. Giving our clients reliable and consistent support, we offer solutions that are customizable and 
scalable to your industry and business needs, ensuring our clients get the most value out of their I.T. solutions. 
We design solutions for each client’s future initiatives and long-term business goals.
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https://twitter.com/netcenergyri
https://www.facebook.com/netcenergyIT/
http://linkedin.com/company/425366
https://www.youtube.com/channel/UCCCKLYLuH8u5lHHlpOtdGeg
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