
Running a 
Remote Company?

3 Things Every Business 
Should Know

The pandemic has changed how we do business 
for the foreseeable future, impacting how we 
interact with clients, colleagues, and even our 
company’s technology. Here are 3 things every 

business owner should know and consider 
about cybersecurity during and after the 

pandemic.



Hackers Will Try to Take 
Advantage of the Situation

1 

It’s as despicable as it sounds. Hackers are using the COVID-19 
pandemic as an opportunity to hack your home and business 
systems. The most common tactics are:
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Emails designed to look like 
they’re from the U.S. Centers for 
Disease Control or other health 
organizations purporting to

inform you of the latest updates regarding the virus. They will 
often ask the reader to click a link for a list of safety measures 
and precautions. 

In larger organizations, 
impersonation emails are sent to 
all employees asking them to
click on a link and read through a “new 
communicable disease policy” to ensure they are in compliance.

As with any emails from an unreliable source, clicking a link or 
downloading an attachment could compromise your network and the 
security of your data. 

a. 

b. 



The ability to work remotely is a powerful tool, and one of the 
most common ways to connect remote workers to the company is 
by using a Virtual Private Network (VPN). A VPN encrypts your 
data at the source and decrypts it at the destination, making any 
“sniffing” of your data by a hacker unreadable. This ensures that 
the data being transmitted from site A (home) to Site B (office), is 
very well protected.

The security challenge, 
however, is that your home 
computer isn’t protected 
by your company’s security 
protocols. If your computer 
is connected to the 
company’s VPN but is also 
shared with other members 
of the family, the programs

and sites your family visits could still compromise the system. If 
that home unit is infected, it now has a direct link to the office 
systems.
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Reconsider Your 
Use of VPNs

2 



A best practice with regard 
to remote connectivity is to 
avoid a VPN and use a secure 
remote desktop-type utility. 
In this instance, the company 
has no consistent access to
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Evaluate Which Videoconferencing 
Platform is Right For You

3 

the home system and can’t manage and monitor the system’s 
anti-virus or other security applications. Systems like GoToMyPc, 
Remote PC, or Teamviewer simply allow connectivity to a PC back 
at the office that is presumably managed and monitored by the 
company’s IT support firm. In this case, the home unit is just 
facilitating keystrokes and screen changes, so regardless of the 
infection level of that home system, malicious software (Malware) 
cannot be unknowingly transmitted to the business systems.

To support today’s sudden remote workforce needs, desktop 
video conferencing systems are growing exponentially. But which 
tool is right for you? Of course, the key to selecting the right 
option for your organization begins with a proper understanding 
of exactly what your needs are - both in the short term and the 
long term.
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Here are a few of the most common platforms and where they 
excel against the competition:
 
Microsoft Teams – Great for: Collaboration/video conferencing, 
especially when participants belong to the same organization
Zoom – Great for: Ease of use
Blue Jeans – Great for: Stability and functionality across a wide 
variety of devices
Cisco Webex – Great for: Security
Google Teams – Great for: Integration with Google suite of 
products
HighFive – Great for: Group attendees in a physical conference 
room
Intermedia AnyMeeting  – Great for: Groups that need call-in 
phone numbers for poorly-connected participants

Now more than ever, whether working from home or not, we all 
must remain diligent about security. If you’d like to discuss your 
IT systems or have any questions about your company’s 
cybersecurity, please contact us at 401-921-3100 or send us an 
email at info@netcenergy.com; we’d be happy to assist you.

ABOUT NETCENERGY

NetCenergy is comprised of a team of information technology professionals based in Cranston, Rhode Island available to 

service the needs of businesses and organizations in Rhode Island, Massachusetts, and Connecticut. Founded on break/fix and 

project-driven solutions, we’ve evolved into a fully managed service provider, proactively monitoring and managing each client’s 

infrastructure with the latest advancements in technology. Giving our clients reliable and consistent support, we offer solutions 

that are customizable and scalable to your industry and business needs, ensuring our clients get the most value out of their I.T. 

solutions. We design solutions for each client’s future initiatives and long-term business goals.

https://www.linkedin.com/company/netcenergy
https://www.facebook.com/netcenergyIT/
https://twitter.com/netcenergyri?lang=en
https://www.youtube.com/channel/UCCCKLYLuH8u5lHHlpOtdGeg

